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AHHoTauus: ['oJ1 OT roga pacTéT UHTEpeC JMOAEH K COLUAIBLHBIM CETSAM, OHM OXBAaTBIBAIOT BCE
Oosee MMpOKUE CIOU HaceleHUs. PacTér momynspHOCTh COLMAIBHBIX CETEH B TOM YMCIE U Y
IOPECTYIHBIX 3JeMEHTOB. HeyauBHTENbHO, YTO COLCETH MpPsIMO WM ONOCPEAOBAaHHO
BOBJICKAIOTCS B IPOLECC [JOKa3bIBaHUS 10 YroJIoBHBIM JenaM. llepen corpynHukamu
IPaBOMNOpPSJIKa CTOUT MpolieMa — Kak HpeAOTBPAaTUTh IPECTYIJICHHUS, COBEpIIAeMble MpHU
UCIIOJIb30BaHUM COLIMAIbHBIX CETEH.
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CRIME IN SOCIAL NETWORKS: CRIMINAL-LEGAL AND
CRIMINOLOGICAL ASPECTS OF COUNTERACTION
Barashko G.A.

Abstract: Year by year, people's interest in social networks is growing, and they cover more and
more segments of the population. The popularity of social networks is growing, including among
criminal elements. It is not surprising that social networks are directly or indirectly involved in
the process of proving criminal cases. Law enforcement officers face a problem - how to prevent
crimes committed when using social networks.

Keywords: social networks, crime.

[IpecTynHUK, HEUCTBYsS MOCPEACTBOM COLIMAJIBHBIX CETEM, LEIUKOM HE
OILYIIAET PHUCK HECEHHsS OTBETCTBEHHOCTH 3a NPECTYIUIEHUE, IoJjaras, 4To
octaHercsi Heu3BeCcTHbIM. [lo Muenuto B.C.ConoBbeBa[2], BECTH CTaTUCTUKY
MPECTYIJIEHUH, COBEPUIAEMBIX B COLIMAJIBHBIX CETAX, IOBOJBHO MPOOIEMATUYHO.
OpnHako, MO JaHHBIM €ro HUCCIEIO0BaHUS, MOYKHO IPUBECTH HX MPUMEPHYIO
CTPYKTYpY: HE3aKOHHBIH O0OpOT HapKOTHUKOB (24,5%); mocsrarenscTBa Ha
yacTHyl0  coOctBeHHOCTh  (18,4%); TpecTymsieHusT OKCTPEMHUCTCKOTO U
Teppopuctuaeckoro  xapakrtepa (10,9%); pacnpoctpanenue mopHorpadun
(10,3%); mnpecTymieHds TPOTUB KOHCTUTYUMOHHBIX mpaB yenoBeka (9,1%);
npectyrieHuss B cdepe KommbroTepHou uHopmarmu (7,9%); mpecTyruieHus
MPOTHUB KU3HU U 310pOBbA (5,4%); MHBIE OOIIECTBEHHO ONACHBIE IESIHMUS.



[IpecTynnenus, B KOTOPBIX €CTh KOMMYHHKAIMU YEPE3 COLMAIbHBIE CETH.
CreneHb 3HAYMMOCTH 3TUX KOMMYHHUKAIIM MOXET BapbUpPOBATHCA OT COBCEM
HE3HAUUTEIHbHOM /70 HMEIoNIe 3HayeHHWE B KayeCTBE KOCBEHHOTO WM JIaXKe
OCHOBHOI'O JoKazarenbcTBa. KpacHorBapaeiickuit paiionsbiii cyn 1. CaHKT-
[TerepOypra ocyaun I'. u JI. mo 4. 2 ct. 162 VK. B cyzne I'. nmokazan, 4to ¢ Apyrum
noacynumbiM «/[[. on mo3nakommiicst B Cankrt-IletepOypre B ampene 2018 rona.
OHU cTaM MEPUOJUYECKU OO0IIaThCsA, MOCKOJbKY Jl., Kak U OH, ObUT POJOM W3
<...>. 03.07.2018 JI. B coumanbHOil cetn «BKoHTakTe» oOpaTmics K HeMy C
npemyioxkeHreM o Berpeye. OH corylacuiics M BCTPETUIICS ¢ HUM Ha CIEeIYIOLIUi
neHb. Bo Bpemst Bctpeun Jl. mpeasioxkul eMy OCYIIECTBUTh HamaJeHue Ha Mara3uH
30J10ThIX H3Jenui». B 1aHHOM mprMepe posib OOIIECHUS Yepe3 COIUANIbHYIO CETh
HE CTOJb 3HAYMUTEIBHA, XOTS OHO MMEJIO MECTO M CyJI YYE€N 3TO B HPHUTOBOPE.
3nmatoycToBCKui ropojickoit cya YensOunckoi odnactu npuszHan C. BUHOBHOU B
COBEPIICHUU ABYX MPECTYIUIEHHM, MpeaycMoTpeHHbIX 4.1 cT. 291.2 VK, ogHoro
MpecTyIuIeHus, npeaycMoTpeHHoro 4.1 ct. 290 YK. 13 npurosopa cienyer, 4To B
3aKpBITON TpyNIe CTYAEHTOB B coluanbHOM cetn «BKoHTakTe» ocyliecTBisIach
nepenucKa 1o moBoj1y MoAapKa MpernojaaBaTeto Aid ciayu sk3amena. Cyn ykasai,
YTO TOKa3aHHs CBUJETEIEM COTJIACYIOTCA C IPOTOKOJIAMH BBIEMKH, OCMOTpa
IPEIMETOB U JIOKYMEHTOB, U3 KOTOPBIX CJIEIYET, YTO CBUJETEJIEM CIIEJICTBHUIO
OBLIM MPEACTaBJICHBI PACIIEYATKH MEPENUCKH U3 3aKPBITON IPYIIBI B COLMAIBHOM
cetu «BKontakre», copepxameil oOcyxkiaeHue tpedoBanuii C., ¢otOrpadpuun
NoJlapKka M 4YeKa K HeMy. B 1aHHOM mnpumepe posib MEpenucku U oOMeHa
uHpopMaluen 4yepe3 COLMAJIbHYIO CEeThb BEJIMKAa U HMMEET JI0Ka3aTebCTBEHHOE
3HAQYEHUE, T[IOCKOJIbKY OHHU TMOJATBEPKAAIOT IOJATOTOBUTEIbHBIE JEUCTBUS
NOTEPIIEBIINX K IepeAadye IMpeamMeTa B3SITKHM, KOCBEHHO MOATBEPKAAOT
TpeOOBaHMS B3SATKOMOJIy4YaTesl.
Takum o00pa3om, auIla, COBEpIIAIOUIME MPECTYIUIEHHs, ¢ MOMOIIBIO COLCEeTeN
oOMeHuBaroTca MHpopManuen Mexay co0oil U ¢ MOTEpPIEBIIMMH, CBUIETEISIMU.
Jannas mHdopManusi MOKET KacaThbCs BO3HMKHOBEHHUS yMbIC/Ia HA COBEPILCHUE
IpecTyIIeHus, BbIOOpa criocoda coBepIIeHUs MPECTYIIICHUS, TPUUCKAHUS OpY Ui
COBEpUIEHUS MPECTYIJICHHUS], IOUCKA MTOTEHIUAJIBHBIX KEPTB U T.J.

Ha ocHoBe u3y4eHHOU CyneOHOW MPAaKTHUKKW MOKHO BBIIEIUTH CIIEIYIOUINE
BUJIbI AKTUBHOCTH B COILCETSX, KOTOPBIE HMMEIT YrOJOBHO-IPOLECCYAIbHOE
3HAYEHUE: HAIMYME YYETHOW 3aIMCU C JIMYHBIMHU JAHHBIMH; NTEPENUCKA, UMEIOIIas
JIOKa3aTeJIbCTBEHHOE 3HA4eHUE (MOXKET MOATBEPKIATh JIOTOBOPEHHOCTH O
BCTpEYE, TMEPEeroBOpbl, BBIIBWKEHUE TpeOOBaHUW, MPEIJIOKEHUE YCIYT,
3HAKOMCTBO U [p.); HAJIUYUE B Kpyre OOIIEHHS OMNPENEICHHBIX YYACTHUKOB
YTOJIOBHOTO CYIONPOU3BOACTBA (I10103PEBAEMOr0, OOBUHSIEMOTr0, TTOTEPIEBIIETO,



CBUICTCIIA U T. I[.); HarpaBJICHUC TCKCTOBLIX, dyJHO-, BUACOAOKYMCHTOB 4YCPC3
AKKaYyHT, pasMCIICHNEC Ha CTPAHHUIEC B COLCCTHU WM B I'PYHIIC B COLCCTU (i)aﬁHOB;
q)aKT MMOoCCHICHUA CTPpAaHUIl B COLICCTHU, ITOCCIICHHBIC CTPAHUIIBI, IIPOCMOTPCHHBIC
q)aﬁﬂbl, BpEM: M MECTO BBIXO/Z1a B COLICETh.

[IpecTyruieHus, COBEPIIEHHBIE C ITOMOIIBIO colceTer. [nd Takux IesHun
COILICETh SIBJISIETCS. CPEIICTBOM WJIM CHOCOOOM COBEpUICHUS MPECTYIICHUS.
[ToctanoBnennem JlennHckoro paiionHoro cyaa r. Uebokcaper ot 07.07.2018 B
otHomeHuu H., ooBuasiemoit mo 4.2 ct.159 YK. Kak ycranosun cyn, H. ¢ mensto
XUILICHUSI YYyKOT0 HMMYIIECTBA, MCIIOIB3Yys colualbHyl0 ceTb «BKonTakTey,
co3gania rpynny «CoBMECTHBIE MOKYIKHW», TA€¢ BbUIOKWIA (pororpadum BemeH,
KOTOpbIE MOXHO ObLIO mpuodpectu uepe3 He€. [locie storo H., ckpwiBas cBou
VMCTUHHBIE MPECTYIHbIE HAMEPEHUS, HANpPaBJICHHbIC HAa HE3aKOHHOE 3aBJIaJCHUE
Yy>KUM HMYLIECTBOM, HPU MOMOIIM YKAa3aHHOW COLMAIBHOM CETHM BCTyNWia B
nepenucky c¢ norepnesiei. H., coodmumna e, 4To Cpok TOCTaBKU BHIOPAHHOTO €10
ToBapa — /—10 gHel ¢ MOMEHTa OIuUIaThl, HO HE HaMEpeBaJlach B MOCIEAYIOIIEM
WCIIOJHUTh CBOM 00s3aTeNbCTBA IO JOCTABKE TOBapa M BO3BpaTy JICHEXKHBIX
cpenctB. lloTepreBuryro yka3aHHbIE CPOKM JOCTAaBKH TOBapa YCTPOWJIM, U OHA
nepesesia JeHbI'M Ha 0aHKOBCKYIO kKapTy H. 3a BbIOpaHHBIN €10 B IpyIiie ToBap.
Opnnako H. cBou o0s3aTenbCcTBa Mepe] MOTEpIIeBIEeH HE BHITIOIHUTIA, a JICHEKHBIC
CpPEeACTBa MOTpaTUja MO CBOEMY YCMOTPEHMIO. ByAydn COLMaNbHBIM SIBICHUEM,
MPECTYIMHOCTh TJIYOMHHBIMH KOPHSIMH CBsi3aHa C DKOHOMHYECKOU cdepoit
JKA3HEICATEIBHOCTH JtoJIeH. [IpecTylmHOCTh — SIBIICHME SKOHOMUYECKOE, TAKOBBIM
OHa OCTaeTCs [aK€ B MUHHUMAJBbHBIX MPOSIBICHUSAX, KOTOPBIE KAcalTCs, B
YaCTHOCTH, 3aKOHHBIX HMHTEPECOB 4YeJIOBEKa (Hampumep, yOWCTBO, MPUUYUHEHUE
TSHDKKOTO BpeJia 370poBbio U ap.)[1].

Maiikornckum ropojickum cynom Pecriyonuku Anpires b. npru3HaH BUHOBHBIM
B COBEPILIECHUU NMPECTYIUIEHUS, TpeaycMoTpeHHoro 4.1 ¢T.282 VK. Kak ycranoBun
cyn, b. «pasmectun B cetu ,,JIHTEpHET HAa CO3JaHHOW UM CTpaHulE <...> MO
agpecy <...> BHICOPOJUK <...> COBIAJAIONMHA MO CBOEMY COICPKAHUIO C
BUJCOPOJIIMKOM <...> BHECEHHbIM B DenepaibHbI CIIMCOK 3KCTPEMUCTCKUX
matepuanioB Muniocta Poccum Ne <...> wu coxepxammMm UHGOPMAIHIO,
HaIpaBJICHHYI0 Ha BO30Yy)XJCHUE YYBCTBA BPaXbl MO OTHOILICHUIO K JIUIAM
HETPOUIHOU pachl M HA YHIKCHHUE JOCTOMHCTBA YEJIOBEKA JIMOO T'PYIIbI JIUIL 1O
OTHOIIICHUIO K JIMIIaM HETPOUIHON packl». Takum oOpa3zoMm, MOXHO OTMETHUTh
MHOTOOOpa3We  COCTaBOB  MPECTYIUICHHWH,  COBEPIIAEMBIX  IOCPEICTBOM
COLUMAIIBHBIX ceTel. Ponp M 3HaUYCHHME COLMANIBHBIX CETEM B MEXaHHU3ME
COBEPILICHUSI OTACJBHBIX MNPECTYIUIEHUM BEJIUKU, U OHU NPOJOJDKAKOT PACTH.
BnusiHME KOMMYyHUKalUHWM Yepe3 COLMAIbHBIE CETH Ha MEXaHU3M pPa3BUTHUA



IPECTYITHOIO 3aMbIC/Ia pa3Hble M BapbUPYIOTCA, MOTYT OBITh BBIPDAXXECHBI B
Oonbled win MeHbllel cteneHd. CTeneHb CBSI3aHHOCTH OTHOLIEHMH y4YaCTHUKOB
YTOJIOBHOTO CYJONPOMU3BOJCTBA C COLUUAIBHBIMA CETSMH IO YTOJIOBHOMY JEILy
MOKET OBITh pPa3HOM: OT IOJIHOTO OTCYTCTBHSI JO MaKCUMaJIbHOM CBs3U. JTa
CTEIICHb ONPENEIAET NPEAMET TOKA3BIBAHUS IO A€y, CPEACTBA JOKA3BIBAHUS 110
JIe]ly, POJIb OpPraHOB IMPEABAPUTENIBHOIO PACCIENOBAHUSA, 3aIUUTBI U CyJda B
nporecce KBau(UKAIMK, JO0Ka3blBaHUA M (HOPMHUPOBAHMS BHIBOJIOB IO JIENTY.
CommanbHble CETH MOTYT OBITh: CIOCOOOM Iepenayd 3HAYUMOM JJISi YTOJOBHOTO
nena  MH(OpManMM, CIOCOOOM  COBEpIICHHS MPECTYIJICHUS, MPEeIMETOM
IIPECTYITHOTO TOCATaTeNbCTBA. JlJI MPECTYIIEHUS, COBEPIIEHHOTO C ITOMOIIBIO
COLICETH, MOCJIEHSS SBISAETCS CPEACTBOM MIIM CIOCOOOM COBEPLICHHUS.
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